August 26, 2011 NIST Smart Grid Privacy Subgroup Meeting Notes

Minutes by Rebecca Herold

Please send this distribution list any necessary corrections or additions.

Next full group teleconference meeting:

Friday September 9, 2011 at 11:00am est

Here are my summary notes from the meeting:

1. Past meeting notes
e See http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGPrivacy

2. Team Updates

e Third Party Team: Brent Struthers (team lead)

O

Brent: Met last week. No changes to the overall goal and scope. Going forward will review
documents; 4 to look at. NAESB, UCAI users group, CA rules, and the new OK law. Will
see what has already been taken into consideration and finding gaps. Will point out things
not specifically smart grid, but that are related and should be considered. Next meeting
may be on Sept. 6 11am ; will send note to team to confirm. Brent working on putting
together a summary by then.

Tanya: Until we meet, everyone make notes about what they think are requirements, and
how to meet them with appropriate language.

e Privacy Use Cases Team: Christine Hertzog (team lead)

O

Christine: On hiatus. Going to pick up at beginning of September. Going through the last
round of use cases. A couple outstanding, but bulk are finished. Still some work to do to
consolidate. Hope that they understand our scope is for the very specific set of privacy use
cases.

Tanya: Marianne has put out call to update NISTIR 7628. Notify Marianne to look at as
soon as possible.

e PEV Team: Mike Coop (team lead)

O

Coop: Still on hiatus.

e NSTIC Team: Krystina Schaefer, (team lead)

O

Krystina: Still on hiatus.

e Training and Awareness Team: Rebecca Herold (team lead)

O

O

Rebecca: Next Awareness & Training team meeting is August 29. After that we will go to
every other Monday.

Creating draft slides to help the different smart grid entities with their A&T efforts. Initial
ones are to help them understand the types of privacy issues that exist within the smart
grid. Daniel Wright created draft slides. We will discuss at our Monday team meeting.
After we get them to a point we like, we'll bring them to the full group



3. Miscellaneous
Smart Grid Privacy presentation to lowa Infragard: Rebecca

Thanks,

Rebecca

O

Rebecca: Provided smart grid privacy talk to the central lowa Infragard group. Good
turnout (around 40), but no one there from the energy sector. However, 4 were there
from the FBI. All were very concerned with the privacy implications of the smart grid. A
poll showed that none yet had smart meters installed for electricity. Four had them
installed for natural gas. They had not received any type of information about privacy,
or security, issues related to their gas usage smart meters.

Miscellaneous:

O

Lee T: Was asked to talk about smart grid security on NPR last week. Spent 15
minutes talking about how smart meters could be hacked.

Rebecca: ISU (Ames, |A) would be interested in potentially hosting a NIST outreach day
or two event.

Tanya: May want to wait until after NISTIR 7628

Lee: Gridwise global forum in DC in November

Brent: Cybersecurity Summit in October 4-6 in San Diego, some in our group will be on
the panel.

Brent: MO Public Service Commission is getting ready to do some discussions.
Jefferson City, MO. Anyone interested in speaking at that?

Rebecca: I'm from Missouri, and would be interested, depending upon the timing.
Tanya: Start keeping in mind that in March or April there will be a CSWG F2F in DC
area. Will establish dates in the next few weeks. 2-day conference ahead of time, then
a 2-day CSWG conference. In Northern VA close to Dulles.

Christine: Anyone going to Gridweek Sept. 12 —15in DC? Christine will be there.
Brent will too.

Meetings are every other Friday
Next full group meeting will be Friday, September 9



